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Your One-Stop
Information Assurance
Solution Provider

Dedicated to achieving information
superiority through full-spectrum
dominance .. . taking us from
today's Joint Vision to tomorrow's

Armed Forces

Computer
Network
Vulnerability
Assessment

Embedded
Firewall
(NIC)

Electronic Key
Management
System

GPS Security

Intelligent Agent
Security Module
(IASM)

Certification and
Accreditation
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Assess IA Readiness and

Awareness

* Understand vulnerabilities

* Develop quick response
solutions

Provide IA Training

* Internal Vulnerability
Assessment (IVA)

* Password appraisal

* Router configuration
assessment

* Information System Security
Manager (ISSM) checklist
review

Distributes Network Layer Security onto
hardware directly in front of critical hosts
* Supports defense in depth

* Reduces Insider Threat vulnerability

* Provides an affordable, scalable security

infrastructure

SLAVE
Protected Host

Encrypied

MASTER
Palicy Server
* Network Management
* Network Visualization
« Intrusion Detection Response

Uses a Master-Slave Architecture

* Scalable and centralized security
policy management

+ Simplified management through
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GPS UE/HAE Equipment Relational Database

Key Attributes
* UE Manufacturers

« Precise Positioning Service/Security Module (PPS-SM) and
Selecive Availability Anti-Spoofing Module (SAASM) Security
Modules by Designation

ying C: and
+ Weapons Platforms and their Associated GPS Guided Munitions

COLLECTION OF SECURITY
PRODUCT SOURCE DATA

CORRELATION OF DATA

FORENSICS: IASM
provides drill-down
capabilities to analysts

to verify conclusion \‘\- ENTIRE
CONCLUSIONS

IASM presents concise, plail

English summaries of malicious

network activity, along with

RECOMMENDED RESPOSES

5 THREAT ASSESSMENT

CURRENT STATE OF TECHNOLOGY:
Intrusion Detection System Alerts,
Firewall, VPN, Router Audit Logs

EMERGING EXPERT
SYSTEM TECHNOLOGIES:
Cyberwolf, Spectrum,
ANALYSES AIDE, ..

IASM
AUTOMATES
PROCESS

n > REPORTING

RESPONSE

Certification

Comprehensive evaluation
of the technical and non-
technical security features

Established to what extent
a "system" meets a set of
specified security
requirements

Accreditation

Formal declaration by the
Designated Approving
Authority for approval to
operate in a specified
security mode and
configuration

Known level of risk

DODD 5200.28
DODI 5200.40
SECNAVINST
52383

POLICY PLAN

System
Security Certification:
Authorization, Authority

Agreement

Definition
Verification

Program Manager. Validation

Post
Accreditation

User
Representative

PARTICIPANTS PHASES
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